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Background and Company Performance
Industry Challenges
The volume of Internet of Things (IoT) devices is growing rapidly across the world, and
Frost & Sullivan has determined that over 20 billion connected devices will exist globally
by 2020, across a range of industries. Safe and secure management of IoT devices is
critical, as the impact of cyber-attacks on them can be huge. For instance, the Mirai
cyber-attack in October 2016 was launched using a number of IoT devices. In this quickly
transforming digital age, the vulnerability of IoT device manufacturers to new threats
presupposes an increase in cyber-attacks to enterprises that adopt the devices. However,
manually securing and provisioning IoT devices is fraught with challenges, mainly due to
the sheer volume and the resulting increase in total cost of ownership (TCO) for
customers. Also, part of the challenge stems from the fact that onsite configuration of IoT
devices poses risks such as release of security keys to third parties. Under such
circumstances, future-ready companies that can provide the secure, automated, and
remote provisioning of IoT devices and address the aforementioned challenges are
expected to secure leadership positions in the market.

Product Family Attributes and Business Impact
Match to Needs
Headquartered in Guildford, Surrey, England and leveraging upwards of 10 years
dedicated to providing machine-to-machine (M2M) cellular connectivity for the IoT, Eseye
offers a new solution named AnyNet Secure Subscriber Identity Modules (SIM) with direct
Amazon Web Services (AWS) cloud integration.
The market breakthrough here is that AnyNet Secure SIM is embedded into the IoT device
during the designing and manufacturing phase, which allows the factory to connect to the
AWS cloud IoT management console. The AWS cloud sends a unique identity certificate to
Eseye, which then sends the certificate to the AnyNet Secure SIM, making the IoT device
provisioned, certified, and secured by the manufacturer before it leaves the factory. The
IoT device is fortified by this new policy and certificate once it is switched ON in the field,
In other words, at this point, the device communicates with the AWS cloud, and upon
recognition of the new policy and certificate, they are delivered by Eseye over-the-air into
the device’s SIM. This process can be replicated remotely, after the device has been
deployed. Frost & Sullivan research identifies this approach as unique and appreciates
AnyNet Secure SIM’s ability to enable the simple, remote, and automated securing and
provisioning of IoT devices by eliminating both manual passwords and the release of
security keys to third parties. This approach reduces the risk involved with IoT
deployments and provides one of the highest levels of security and protection available
among competing products.
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Eseye’s AnyNet Secure SIM not only delivers security advantages but more importantly,
customers enjoy cost advantages. This is because a zero-touch, remote, and automated
provisioning of IoT devices eliminates onsite configuration and the associated operational
costs. Frost & Sullivan applauds Eseye for demonstrating powerful product leadership
based on its AnyNet Secure SIM that simplifies complex and global large-scale IoT device
deployments while delivering both security and cost advantages, which are expected to
benefit the fast-growing needs of the IoT market.
Design
In response to the problem that use of a single International Mobile Subscriber Identity
(IMSI) card can lead to a lack of coverage, Eseye’s AnyNet Secure SIM features multi IMSI options that allow the device to roam on over 440 mobile network operators (2G, 3G ,
and 4G LTE networks) in over 190 countries. AnyNet Secure SIM, therefore, is networkagnostic and uses the most appropriate service providers to ensure robust, reliable, and
high-quality IoT/M2M devices data connectivity irrespective of the devices’ location.
What largely differentiates Eseye’s AnyNet Multi-IMSI SIM card is that the IMSI can be
managed and reprogramed over-the-air (OTA). This means all changes, updates, and
upgrades (e.g., changing the device’s home country or location) can be done remotely
even after its deployment. Remote monitoring, controlling, and auditing ensure each
device’s security and reliability. Moreover, with only one SIM card providing the required
connectivity in over 190 countries (i.e., global coverage), each IoT device can be globally
deployed. This enables device manufacturers to go after international markets as they can
ship their devices to any location. As identified earlier, lack of coverage is a critical issue
with single IMSI, and Frost & Sullivan recognizes the huge impact potential that Eseye’s
AnyNet multi-IMSI SIM card holds in providing enterprises access to a globally
interconnected infrastructure.
Other key design aspects of the SIM card are that it uses high-grade silicon to withstand
extreme operating conditions thereby ensuring longevity, features International Mobile
Equipment Identity (IMEI) locking, and comes in various form factors such as chip SIMs
for embedded connectivity. These unique product design attributes with an end-to-end
suite of connectivity will strengthen customer confidence and help Eseye increase adoption
of its AnyNet Secure SIM.
Product / Service Value
With IoT devices scattered across the globe, Eseye focuses on working closely with its
customers

to

ensure

an

enhanced

service

experience.

The

company

offers

a

comprehensive portfolio of services such as design and integration consultancy, testing,
management, and maintenance. These services secure smooth implementation of IoT
devices from manufacturing to deployment—throughout their lifespan.
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The company’s highly efficient resource pool, with its expertise in RF hardware
engineering and communications systems for wireless connections, helps customers in
their IoT product design and development, connectivity, or data management. The design
and integration consultancy team shortens the development stage and accelerates the
time to market by undertaking all or part of the IoT engineering. Such tailored services
not only reduce risks and complexity of the products for customers but also free them to
focus on their core business.
The company’s testing team, moreover, consisting of device specialists and network
engineers, performs device verification services: It conducts a series of tests to
understand the IoT device behavior, advice on hardware and software issues, if any, and
ensures that the devices are reliably connected to the mobile networks.
In an effort to assist customers in effectively running and maintaining each device and its
connectivity, Eseye offers connectivity management as well as device management and
maintenance services. Connectivity management services constantly monitor all networks
and applications, bypass devices, and drive devices from troublesome networks. This
attention ensures that the customers’ data is secure and globally accessible to proactively
avoid any potential business impact. Moreover, this service empowers customers with a
self-service portal named SIM Information, Administration and Management (SIAM)
console to efficiently manage and configure their portfolio of devices and AnyNet SIM
card’s connections, billing, and usage in real-time. On the other hand, the device
management and maintenance service monitors all devices, effectively diagnoses and
resolves issues, maintains them (e.g., installs the latest software) remotely, and
reprograms them over-the-air.
These service and support packages are designed to address the needs and constraints of
various company types that cover small, medium, and large operations. The packages
consist of four levels of support—Basic, Enhanced, Premium, and Elite SLA—so that
customers can choose the plan that best fits their needs. Providing its customers with
such unique value propositions clearly strengthens the company’s potential to further
expand the scope of applications for its solution.
Customer Acquisition
Eseye currently serves approximately 800 customers ranging from Fortune 1000
companies to IoT start-ups located across more than 150 countries. The company has
been able to successfully promote product leadership across a range of industries such as
telematics, security, industrial, healthcare, smart city, retail, point of sale (POS), and
vending. Some of its leading customers include Bosch, M-Kopa, Chubb and Gilbarco
Veeder -Root. With over 2 million devices managed so far, Eseye works in concert with its
partners to expand into more target accounts. The company has a business development
and partnership strategy that hinges on close working relationships, especially with
ecosystem partners, systems integrators, middleware platform partners, and channel
partners across the globe. These partnerships can provide the market reach Eseye needs
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and are therefore expected to enhance Eseye’s operations and customer engagement
going forward. Eseye also provides fully managed wireless connectivity, linking all
customer devices globally to the Internet. This comprehensive and innovative level of
service offering further enables the company to acquire more customers in due course,
thus creating a distinctive edge for itself amidst competition.
Growth Potential
An increase in attacks to enterprises that involve IoT, growing vulnerability of IoT device
manufacturers to new threats, and expanded IoT security budgets are expected to drive
growth for Eseye in the next 2 to 3 years. As identified earlier, 20 billion connected
devices are expected globally by 2020 across a range of industries, and Eseye’s growth is
expected to be driven by its ability to secure these IoT devices against the increasing
number of threats, appropriately and affordably. From a product strategy perspective,
Eseye has continued to build new functionality ever since its inception in 2007. For
instance, in 2009, it delivered AnyNet connectivity; in 2013, it offered multi-IMSI; in
2015, it added over-the-air reprogrammable technology for IMSI; in 2016, it was selected
by AWS to be its IoT competency partner for connectivity; and in 2017, it enhanced its
product range by developing an Embedded Universal Integrated Circuit Card (eUICC)—a
next-gen SIM card that offers users the ability to change service provider over-the-air.
Overall, macroeconomic trends and a strong product strategy are expected to boost
Eseye’s growth potential.

Conclusion
The industry best practice demonstrated by Eseye is in removing the risk and complexity
from global device deployments through AnyNet Secure SIM. The company fortifies its
capability to render unmatched product value and solidify its role in providing M2M cellular
connectivity for the IoT. Eseye has secured a competitive edge by introducing the zerotouch, secure, automated, and remote device provisioning delivered by the SIMs to
simplify complex IoT device deployments, reduce operational costs, and drive operational
efficiency. Multi-IMSI options, flexible integration, OTA reprogrammable technology (that
enable remote lifetime management), complete data capture and analysis, and SIAM
console availability with Eseye Services have clearly enhanced the value proposition for its
customers. With its strong overall performance, Eseye is recognized with Frost & Sullivan’s
2017 Product Leadership Award.
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Significance of Product Leadership
Ultimately, growth in any organization depends upon customers purchasing from a
company and then making the decision to return time and again. A comprehensive
product line, filled with high-quality, value-driven options, is the key to building an
engaged customer base. To achieve and maintain product excellence, an organization
must strive to be best-in-class in three key areas: understanding demand, nurturing the
brand, and differentiating from the competition.

Understanding Product Leadership
Demand forecasting, branding, and differentiating all play a critical role in finding growth
opportunities for your product line. This three-fold focus, however, must be complemented
by an equally rigorous focus on pursuing those opportunities to a best-in-class standard.
Customer communications, customer feedback, pricing, and competitor actions must all be
managed and monitored for ongoing success. If an organization can successfully parlay
product excellence into positive business impact, increased market share will inevitably
follow over time.
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Key Benchmarking Criteria
For the Product Leadership Award, Frost & Sullivan analysts independently evaluated two
key factors—Product Family Attributes and Business Impact—according to the criteria
identified below.

Product Family Attributes
Criterion 1: Match to Needs
Requirement: Customer needs directly influence and inspire the design and positioning of
the product family.
Criterion 2: Reliability and Quality
Requirement:

Products

consistently

meet

or

exceed

customer

expectations

for

performance and length of service.
Criterion 3: Product/Service Value
Requirement: Products or services offer the best value for the price, compared to similar
offerings in the market.
Criterion 4: Positioning
Requirement: Products or services address unique, unmet need that competitors cannot
easily replicate or replace.
Criterion 5: Design
Requirement: The product features an innovative design, enhancing both visual appeal
and ease of use.

Business Impact
Criterion 1: Financial Performance
Requirement: Overall financial performance is strong in terms of revenues, revenue
growth, operating margin, and other key financial metrics.
Criterion 2: Customer Acquisition
Requirement: Product strength enables acquisition of new customers, even as it enhances
retention of current customers.
Criterion 3: Operational Efficiency
Requirement: Staff is able to perform assigned tasks productively, quickly, and to a high
quality standard.
Criterion 4: Growth Potential
Requirements: Product quality strengthens brand, reinforces customer loyalty, and
enhances growth potential.
Criterion 5: Human Capital
Requirement: Company culture is characterized by a strong commitment to product
quality and customer impact, which in turn enhances employee morale and retention .
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Best Practices Recognition: 10 Steps to Researching,
Identifying, and Recognizing Best Practices
Frost & Sullivan analysts follow a 10-step process to evaluate Award candidates and
assess their fit with select best practice criteria. The reputation and integrity of the
Awards are based on close adherence to this process.
STEP

OBJECTIVE

KEY ACTIVITIES

OUTPUT

Identify Award recipient
candidates from around the
globe

• Conduct in-depth industry
research
• Identify emerging sectors
• Scan multiple geographies

Pipeline of candidates who
potentially meet all bestpractice criteria

Perform comprehensive,
360-degree research on all
candidates in the pipeline

• Interview thought leaders
and industry practitioners
• Assess candidates’ fit with
best-practice criteria
• Rank all candidates

Matrix positioning of all
candidates’ performance
relative to one another

1

Monitor,
target, and
screen

2

Perform
360-degree
research

3

Invite
thought
leadership in
best
practices

Perform in-depth
examination of all candidates

• Confirm best-practice criteria
• Examine eligibility of all
candidates
• Identify any information gaps

Detailed profiles of all
ranked candidates

4

Initiate
research
director
review

Conduct an unbiased
evaluation of all candidate
profiles

• Brainstorm ranking options
• Invite multiple perspectives
on candidates’ performance
• Update candidate profiles

Final prioritization of all
eligible candidates and
companion best-practice
positioning paper

5

Assemble
panel of
industry
experts

Present findings to an expert
panel of industry thought
leaders

• Share findings
• Strengthen cases for
candidate eligibility
• Prioritize candidates

Refined list of prioritized
Award candidates

6

Conduct
global
industry
review

Build consensus on Award
candidates’ eligibility

• Hold global team meeting to
review all candidates
• Pressure-test fit with criteria
• Confirm inclusion of all
eligible candidates

Final list of eligible Award
candidates, representing
success stories worldwide

7

Perform
quality check

Develop official Award
consideration materials

• Perform final performance
benchmarking activities
• Write nominations
• Perform quality review

High-quality, accurate, and
creative presentation of
nominees’ successes

8

Reconnect
with panel of
industry
experts

Finalize the selection of the
best-practice Award recipient

• Review analysis with panel
• Build consensus
• Select recipient

Decision on which company
performs best against all
best-practice criteria

9

Communicate
recognition

Inform Award recipient of
Award recognition

• Present Award to the CEO
• Inspire the organization for
continued success
• Celebrate the recipient’s
performance

Announcement of Award
and plan for how recipient
can use the Award to
enhance the brand

10

Take
strategic
action

Upon licensing, company is
able to share Award news
with stakeholders and
customers

• Coordinate media outreach
• Design a marketing plan
• Assess Award’s role in future
strategic planning

Widespread awareness of
recipient’s Award status
among investors, media
personnel, and employees
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The Intersection between 360-Degree Research and Best
Practices Awards
Research Methodology
Frost & Sullivan’s 360-degree research
methodology represents the analytical
rigor of our research process. It offers a
360-degree-view of industry challenges,
trends, and issues by integrating all 7 of
Frost & Sullivan's research methodologies.
Too often companies make important
growth decisions based on a narrow
understanding
of
their
environment,
leading to errors of both omission and
commission. Successful growth strategies
are founded on a thorough understanding
of market, technical, economic, financial,
customer,
best
practices,
and
demographic analyses. The integration of
these research disciplines into the 360degree research methodology provides an
evaluation platform for benchmarking
industry participants and for identifying
those performing at best-in-class levels.

360-DEGREE RESEARCH: SEEING ORDER IN
THE CHAOS

About Frost & Sullivan
Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth
and achieve best-in-class positions in growth, innovation and leadership. The company's
Growth Partnership Service provides the CEO and the CEO's Growth Team with disciplined
research and best practice models to drive the generation, evaluation, and implementation
of powerful growth strategies. Frost & Sullivan leverages more than 50 years of
experience in partnering with Global 1000 companies, emerging businesses, and the
investment community from 45 offices on six continents. To join our Growth Partnership,
please visit http://www.frost.com.
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